How To Set Up SSL in Windows Outlook

The screen shots and instructions were completed using Outlook 2002 version 10.6515.6735
SP3. Outlook Express is a different mail client, and the configuration is not the same.

Open Outlook.
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1. Goto the “Tools” menu and select the “E-mail Accounts...” menu item.
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The E-mail Accounts window will open.
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2. Select “View or change existing e-mail accounts” radio button in the E-mail section and
click the “Next” button.

E-mail Accounts

E-mail Accounts
You can select an account and change its settings or remove it.

Cutlook processes e-mail for these accounts in the Following order:

,
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3. Highlight the desired account, in this instance it is named mail.arc.nasa.gov, and click the
“Change...” button.

Code JT — Version 1.5 — 27 July 2005 Page 2 of 7



How to Set Up SSL in Windows Outlook

@

E-mail Accounts

Internet E-mail Settings {POP3) @

Each of these settings are required ko gek wour e-mail account working.

User Information Server Information
Wour Marne: Incorning mail server (POP3): ||-,-,ai|.ar,:.,-,asal,;l,:ﬁhf
E-mail Address: |pau|@mail.arc.nasa.gw Qukgaing mail server (SMTRY: |mail.arc.nasa.gw
Logon Information Test Settings
User Mame: |pau| after filling out the information on this SCREEn, We
recommend you test wour account by clicking the bukton

Password: | below, (Requires network connection)

[ Bemember password Test Account Setkings ... ‘

[ Log on using Secure Password

Authenitication (SPA) < More Settings )

< Back | | Cancel ‘

4.  Click the “More Settings...” button. The Internet E-Mail Settings window will appear.

5.  Select the “Advanced” tab in the window.

L")
x

Internet E-mail Settings

General] Outgoing Sewer] Connection  Advanced l

Server Port Mumbers

Incoming server (POP3Y: Use: Defaulks

[ This server requires an S5L-secured conneckion {551
Cukgoing server (SMTP): 25
[ This server requires an S5L-secured conneckion {550

Setver Timeouks

Short = F———— Llong 1 minuke

Delivery

[ Leave a copy of messages on the server

- 10 =

r

6.  Check the boxes next to “This server requires an SSL-secured connection (SSL)” for both
Incoming and Outgoing server areas.
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This server requires an SSL-secured connection (SSL

The window should appear as in the picture below.
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Internet E-mail Settings

General] Outgaing Ser'-.-'er] Connection  Advanced l

Server Port Mumbers

Incaming server (POP3): Q95 Use Defaults

[v This server requires an 55L-secured connection (S50

Qutgoing server (SMTP); 25

v This server requires an S5L-secured connection {S5L;

Server Timeouks

Short = F————— Long 1 minute

Delivery:
[ Leave a copy of messages on the server

~ 10 =

-

QE. | Cancel

7. Click the “OK” button.
8.  Click the “Cancel” button on the E-mail Accounts window.

This will bring you back to Outlook. You have finished configuring the Windows Outlook
client.

Code JT — Version 1.5 — 27 July 2005 Page 4 of 7



How to Set Up SSL in Windows Outlook

What to Do If You Receive an Error Message

If you receive the following message when checking for new mail, you will need to modify the
settings for Symantec AntiVirus

& Email Scanner = E

An encrypted email connection has been
\ll‘) detected.

Please zee help for more infarmation on how to
tranizmit encrypted email.

[ Don't show me thiz again

After clicking the “OK” button, Outlook may provide the following error message:

B Outlook Send/Receive Progress -10] x|

0 of 1 Tasks have completed successfulky cancel al |
|

[ Don't show this dialog box during Send/Receive

Tasks Errors

! Task 'mail.arc.nasa. gov - Sending’ reported ervor (0x800CCC70) ¢ “our oukgoing ;I
(SMTP) server does nok suppaort S5L-secured connections, IF S5L-secured conneckions

have worked in the past, contack vour server administrator or Internet service
pravider (ISP,

The error is not from the server, but from Symantec AntiVirus. The following steps will

describe how to disable the setting within Symantec AntiVirus to get Outlook to function
properly.
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Note:

At this time, this issue seems to only affect users with Symantec AntiVirus version 9.x.

1. Launch Symantec AntiVirus and the following window will appear.

G} Symantec AntiVirus

File Edit Wiew 3Scan Configure Histories Help

- Svmanktec Antivirus -
@ Vieur Symantec AntiVirus

—I-{&] Scan

Symantec Antiinug can help keep pour computer pratected

el from computer viruges, Select an item to the left to perform
+-LF) Configure an action,
+-JfJ Histories _
5 Startup Scans General Infarmation
s Custom Scans Farent server:
+-{15] Scheduled Scans Group:
+-dg Look For Help Quarantine: 0 lkems

Program wersionz
Fraogram: 9.0.0.338
Scanengne:  51.1.015

Wirug Definition File

Version:  7AB/2005 rev. 8

E xit

2. Click the plus sign next to the “Configure” folder in the left-hand pane.
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3. Select Internet E-Mail Auto-Protect under the “Configure” folder.
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+ @ Look For Help

< ol

Internet E-mail Auto-Frotect

[ Enable Intemet E-mail Auto-Proteck

rieees haco Virug l Mar-tacra Vi 4| *
1. Action:

> | 2. If action fails:

Motifications
- [ Messace. |
- v |
) __ Setings.|
: __ setiss._ |

Help | oK |

4,  Uncheck the Enable Internet E-Mail Auto-Protect check box. This will turn the other
settings in the window to gray.

5.  Click the “OK” button.

6.  Quit out of Outlook if you have not already done so.

7.  Launch Outlook and check for new mail. You should be able to send and receive mail

now.

If this fix did not allow you to send and receive mail, please contact the Help Desk at 4-2000 and

submit a trouble ticket.
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